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Educational Objectives
1. Online reviews: the good, bad the ugly!
2. How to respond to negative online reviews.
3. Why HIPPA still applies in the social media world!
4. Understanding the “Terms and Use” page for each provider.
5. Knowledge of how to file a complaint against a disgruntled former
patient/friend/employee?

TIPS for Responding to Negative Reviews
1. Take FIVE! – breathe, don’t read and start 6. Evaluate whether to respond publicly or
typing in response!

2. Consider the patient’s perspective!
3. Don’t ask the patient to take their review

privately.

7. Don’t be defensive.
8. Describe relevant change or improvements.
down.
9. Thank the reviewer.
4. If the review is obviously fake, try
10. Stay up-to-date with online review sites.
contacting the review site.
more patients to post their opinions
5. Protect patient confidentiality – HIPAA still 11. Ask
online.
applies in the cyber world!

The Pitfalls
• A ProPublica investigation earlier this year, co-published with the The Washington

Post, combed through more than 1.7 million patient Yelp public reviews and found
dozens of instances where medical professionals’ responses to complaints led to
disputes over patient privacy.

• In a 2013 California case, a hospital was fined $275,000 for disclosing patient

information to the media without permission, “allegedly in retaliation for the patient
complaining to the media about the hospital,” the article noted.

The Pitfalls
• In one case, a patient filed a complaint with the Office for Civil Rights within the U.S.
Dept. of Health and Human Services, the office that enforces HIPAA. The patient
claimed the dentist posted her personal information in response to a Yelp review,
according to the investigation.

• A Washington state dentist turned the tables on a patient who blamed him for the loss

of a molar: “Due to your clenching and grinding habit, this is not the first molar tooth
you have lost due to a fractured root,” he wrote. “This tooth is no different.”

The Pitfalls
• In a posted review of North Valley Plastic Surgery in Phoenix after a then–3-year-old child received stitches there for a

gash. “Half-way through the procedure, the doctor seemed flustered with my crying child. …,” the mother wrote. “At this
point the doctor was more upset and he ended up throwing the instruments to the floor. I understand that dealing with
kids requires extra effort, but if you don’t like to do it, don’t even welcome them.”

• REPLY - An employee replied on the business’s behalf: “This patient presented in an agitated and uncontrollable state.

Despite our best efforts, this patient was screaming, crying, inconsolable, and a danger to both himself and to our staff. As
any parent that has raised a young boy knows, they have the strength to cause harm.”

• UH OH? - The parents complained to the Office for Civil Rights. “You may wish to remove any specific information
about current or former patients from your Web-blog,” the Office for Civil Rights wrote in an October 2013 letter to
the surgery center.

• REPLY - In an email, a representative of the surgery center declined to comment. “Everyone that was directly involved in

the incident no longer works here. The nurse on this case left a year ago, the surgeon in the case retired last month, and the
administrator left a few years ago,” he wrote.

The Pitfalls
• A mother brought her then 12-year-old daughter to Maximize Chiropractic in Sacramento, Calif., for an exam. In a one-star review on Yelp,
alleged that a chiropractor led her daughter to “believe she had scoliosis and urgently needed x-rays, which could be performed at her next
appointment. … My daughter cried all night and had a tough time concentrating at school.”

• THE REST OF THE STORY - But it turned out her daughter did not have scoliosis. She encouraged parents to stay away from the
office.

• REPLY on Yelp, acknowledged the child was a patient (a disclosure that is not allowed under HIPAA) and discussing the procedures he
performed on her and her condition, though he said he could not disclose specifics of the diagnosis “due to privacy and patient
confidentiality.”…Further replying, “The next day you brought your daughter back in for a verbal review of the x-rays and I informed you
that the x-rays had identified some issues, but the good news was that your daughter did not have scoliosis, great news!” he recounted. “I
proceeded to adjust your daughter and the adjustment went very well, as did the entire appointment; you made no mention of a
‘misdiagnosis’ or any other concern.”

• In an interview, the mother stated that the doctor “violated my daughter and her privacy. I wouldn’t want another parent, another child to
go through what my daughter went through: the panic, the stress, the fear,” she added.

• Nicholl declined a request for comment. “It just doesn’t seem like this is worth my time,” he said. His practice has mixed reviews on Yelp,
but more positive than negative.

In Responding To Medical Reviews, First Do
No Harm
My first advice to medical professionals is to keep a cool head, and never respond emotionally to an
online review. The second advice is to educate yourself on what responses are and aren’t permitted
under the law. Yelp has posted some helpful guidelines for responding to medical reviews.
On Yelp there are two ways to respond to reviews. The first is a direct message. The second is a
public comment. Direct messages go to the reviewer’s inbox directly and public comments get
posted live to the provider’s Yelp page. Either way, when responding to reviews it is important to
have good practices established to make sure your organization and your patient’s privacy are
protected. In both scenarios, the goal should be to take the conversation offline and to a private
channel.
Public Response:
The best practice in a public response is to never release any patient information or confirm that a
patient was seen by the organization.

The do's of responding
• Consider taking the response offline. Phone the patient or invite him or her into your office to sit down and
talk about their concerns. Sometimes, the personal contact results in the patient taking down the negative
review, or results in the patient adding an online review that lets other patients know your office is listening.

• Speak about general policies and standard protocols if you chose to respond online. For example, if a patient
is upset he did not receive an antibiotic, a physician could respond, not by mentioning anything about the
specific patient, but instead by saying that office policy and standard medical practice is to determine if a
patient has a viral or bacterial infection and to only prescribe antibiotics when there a bacterial infection is
present.

• Remember, one bad review will not destroy your online reputation. Patients look at a physician’s overall
rating and when there are many good reviews, a few bad ones will not stand out as the norm.

• Establish your own online profile. Get a professional headshot; make sure your information is up-to-date on
your practice website, health rating websites such as Healthgrades and RateMDs, and other online sources.

The do's of responding
• Deven McGraw, the office’s deputy director of health information privacy, said

health professionals responding to online reviews can speak generally about the way
they treat patients but must have permission to discuss individual cases. Just because
patients have rated their health provider publicly doesn’t give their health provider
permission to rate them in return.

• “If the complaint is about poor patient care, they can come back and say, ‘I provide
all of my patients with good patient care’ and ‘I’ve been reviewed in other contexts
and have good reviews,’ ” McGraw said. But they can’t “take those accusations on
individually by the patient.”

What NOT to do when responding
• Don’t respond immediately. Take a deep breath and walk away. If you respond immediately, you may
come across as angry. That won’t lead to anything productive.

• Don’t disclose any information about the patient—don’t even acknowledge the person is a patient in your
office. HIPAA still applies. Even if a patient has disclosed his or her information in an online review,
remember that HIPAA prevents a physician from disclosing any information about a patient without the
patient’s permission. A patient’s own disclosure is not permission for the doctor to disclose anything.

• Don’t ignore criticism. Instead, objectively look at the criticism from the patient’s point of view and
determine whether there is something you or your office can do differently.

• Don’t shy away from online reviews. Ask your patients to rate and review you online. In most cases,
reviews are positive. And remember that many positive reviews dilute many negative reviews.

Compliant? NO
While the provider didn’t provide specific details
about the office visit, they did confirm that the
patient was seen at the facility and that they are
looking forward to future visits. This
confirmation would be a violation of HIPAA.
Corrected Response:
“It is our policy to provide the best care to
patients. Thank you.”
This is a specific comment that doesn’t provide
any specific patient information or confirm that
the reviewer was a patient. Instead, it focuses on
the policy of the organization and provides a
polite thank you.

Terms of Use
General Guidelines
Yelp allows users to contribute different kinds of content, including reviews,
photos, videos, events, votes, tips, direct messages, and more. Playing nice isn’t
rocket science, but just in case, we’ve put together these general guidelines. Please
also read the guidelines below for specific types of content that you might
contribute to the site.
Inappropriate content: Colorful language and imagery is fine, but there's no need
for threats, harassment, lewdness, hate speech, and other displays of bigotry

Terms of Use
Healthgrades' Terms of Service - Tools
6. Violations. You will be deemed to have taken any action that you permit, assist or
facilitate any person or entity to take related to these T&Cs or use of a Service. You
are responsible for End-Users’ use of a Service. You will ensure that all End-Users
comply with your obligations under these T&Cs, and that the terms of your
agreement with each End-User are consistent with these T&Cs. If you become
aware of any violation of your obligations under these T&Cs by an End-User, you
will immediately terminate such End-User’s access to the applicable Service.

Terms of Use
If notified of an allegation that the Platform contains infringing information, materials or other content, VCS may investigate the
allegation and determine in VCS’ sole discretion whether to remove or request the removal of the same from the Platform and from
any other media or server where the infringing content may be stored or displayed by VCS. Notices to VCS regarding any alleged
copyright infringement should be sent to Vitals, c/o Vitals Consumer Services, Attn: Senior Vice-President, Legal and Compliance,
160 Chubb Avenue, Lyndhurst, NJ 07071 or to support@vitals.com.
b. Reviews are ratings and reviews of doctors and other health care professionals and/or providers that You, as the patient, or the
parent or guardian of the patient, submit or post to the Platform. You acknowledge and agree that by submitting or posting Reviews,
You grant VCS (i) a non-exclusive, royalty-free, perpetual, transferable, irrevocable license to use the Reviews throughout the world in
any media, now known or hereafter created without attribution, in accordance with applicable law, and (ii) the right to take legal action
against any person or entity that violates Your and/or VCS’ rights in Your Reviews. You further acknowledge and agree that Your
Reviews are submitted by You without any restrictions or expectations of confidentiality (except as set forth in Our Privacy Policy)
and do not contain proprietary information.

Can I Sue Patient?
CLEVELAND – Retired Air Force Colonel David Antoon agreed to pay $100 to settle what were felony
charges for emailing his former Cleveland Clinic surgeon articles the doctor found threatening and posting
a list on Yelp of all the surgeries the urologist had scheduled at the same time as the one that left Antoon
incontinent and impotent a decade ago.
He faced up to a year in prison.
Antoon's 10-year crusade against the Cleveland Clinic and his urologist is unusual for its length and
intensity, as is the extent to which Cleveland Clinic urologist Jihad Kaouk was able to convince police and
prosecutors to advocate on his behalf.
Antoon's plea deal last week came as others in the medical community aggressively combat negative social
media posts, casting a pall over one of the few ways prospective patients can get unvarnished opinions of
doctors.

Can I Sue Patient?
Cleveland physician Bahman Guyuron sued a former patient for
defamation for posting negative reviews on Yelp and other sites about her
nose job. Guyuron's attorney Steve Friedman says that although the First
Amendment protects patients' rights to post their opinions, "our position is
she did far beyond that (and) deliberately made false factual statements." A
settlement mediation is slated for early August, and a trial is set for late
August if no agreement is reached.

Can I Sue Patient?
https://www.cbsnews.com/news/doctor-sues-patient-for-1-million-for-posting-negative-reviews-online/

“Make sure what you are saying is true – it has to be truthful,” he says.
"It would be great if the regulators of hospitals and doctors were more diligent about responding to harm
to patients, but they’re not, so people have turned to other people," says Lisa McGiffert, former head of
Consumer Reports' Safe Patient Project. "This is what happens when your system of oversight is failing
patients."
As doctors and hospitals throw their considerable resources behind legal fights, some patients face huge
legal bills for posting critiques and other consumers face their own challenges trying to get a straight story.
Experts say doctors take on extra risk when they resort to suing a patient.
Doctors typically can’t successfully sue third-party websites such as Yelp that allow consumer comments,
but they can sue patients over reviews.

Reputation companies
• https://www.guaranteedremovals.com/online-reputation-

management/?gclid=EAIaIQobChMIiu7nobLS4AIVFI3ICh26iwC4EAAYA
SAAEgIpjfD_BwE

• https://www.reputationdefender.com/lp/control-your-online-

reputation/?gclid=EAIaIQobChMIiu7nobLS4AIVFI3ICh26iwC4EAAYBC
AAEgKu-fD_BwE

